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Prerequisites

Hardware:

e 700Mhz Pentium PC (1.2Ghz Recommended)
e 256MB RAM (512MB Recommended)
e 60MB Free Hard Drive Space (TimeClock install only)

(Additional space is required for installing .NET Framework and Database server)

Software:

e Windows XP or Higher (2000 Server, Advanced Server, 2003 Server)
= Microsoft Internet Information Server 5.x (or higher)
= Microsoft Internet Explorer 6.x (or higher)

e .NET Framework 1.1 (minimum)

The Microsoft© .Net Framework must be installed on the machine that will
be running the Shepherd TimeClock™ web pages. The setup.exe for the
TimeClock checks for the presence of the .Net Framework and will prompt you to
install it if it's not found. The TimeClock™ setup.exe contains a copy of the .Net
Framework 1.1 redistributable so there is no need for you to download it
separately. The Shepherd TimeClock™ will also run with the .NET 2.0 & 3.0
Frameworks but needs to run as a 1.1 application within IIS.

e SQL 2000, SQL 2005 Express, or SQL 2005
Either SQL 2000, SQL 2005 Express or SQL 2005 is required to run the
Shepherd TimeClock™ and must be installed prior to installing Shepherd
TimeClock™,

*Network Installation: If installing the Shepherd TimeClock™ on a
network, neither version of SQL needs to be present on the machine running the
TimeClock web pages however one of them must be present, and accessible, on
the network.

*Using SQL 2000 or 2005: You will need the Server Name, and instance
name if applicable, a SQL login id and password.

*Using SQL 2005 Express: The SQL 2005 Express installation files are
provided on the installation CD or can be downloaded from the following location
“SQL Server 2005 Express Edition”. Be sure to install both the SQL 2005
Express Database and SQL 2005 Management Tools.
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Installing Shepherd TimeClock™

Launch the Shepherd TimeClock™ installation by double-clicking on the
“setup.exe” in the installation folder or selecting “Shepherd TimeClock” on the
Install Products page of the CD Loader. The InstallShield Wizard will walk you
through the installation process.

License Agreement

i Shepherd TimeClock - InstallShield Wizard

License Agreement

Please read the following license agreement carefully, £ -
Motice of License agreement: ~
By using this software you mdicate that you have understood and executed
the "Shepherd TimeClock End User License Agreement” hetween your
company and Shepherd Solutions.

To request copies of the agreement please contact Shepherd Solutions, Inc.,
302 Betjatnin Road, Suite 410, Tampa FL 33634, 813-882-5292,
=http:fwrvrwr. ShepherdTuneclock com>

W

{(#)1 accept the kerms in the license agreement;

{1 do not accept the terms in the license agreement

[ < Back ” ek = ] [ Cancel ]

Read through the license agreement before accepting. Contact Shepherd
Solutions with any questions.
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Destination Folder

i Shepherd TimeClock - InstallShield Wizard

Destination Folder

Click. Mext to install to this Folder, or dick Change ko install to a different Folder,

G Install Shepherd TimeClack ka:
i Inetpub’iwisnsr ook’

[ < Back ]| Mext = { [ Cancel ]

By default, the Shepherd TimeClock™ website files will install to the
“‘wwwroot” folder. Click on the “Change” button to install the TimeClock to a
different location. We recommend installing to a folder named “Timeclock”.

i Shepherd TimeClock - InstallShield Wizard

Change Current Destination Folder

Browse ko the destination folder,

Loak in:

[ weenaront w e
||=|:|a5pnet_-:lient

Ealder name:

|C:'I,Inetpub'l,wwwru:unt‘l,Timeclu:uck

[ Ok ] [ Cancel
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i Shepherd TimeClock - InstallShield Wizard

Destination Folder

Click. Mext to install to this Folder, or dick Change ko install to a different Folder,

G Install Shepherd TimeClack ka:
i Inetpub’iwesnar oot Timeclock)

[ < Back ][ ext = ] [ Cancel

IIS Virtual Directory Name
i Shepherd TimeClock - InstallShield Wizard

IIS ¥irtual Directory Mame

TimeClock Virtual Directory Mame

Enter the Wirtual Directory name to use for this installation of the Shepherd TimeClock, You must
change this name if wou are installing multiple instances of the shepherd TimeClock on the same
IIS Serwver.

Yirtual Directory Mame: |Timeu:|u:u:k

[ = Back ]| [ext = { [ Cancel ]

This is the name of the “website” used to access the TimeClock. So for
example, if you use the default “Timeclock” as the Virtual Directory name then
the URL to access your TimeClock on the local machine would be
http://localhost/Timeclock.
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SQL Server Information

i Shepherd TimeClock - InstallShield Wizard

S0L Server
Select SOL Server and authentication method o
: M
Select the SQL Server toinstall ko from the list below ar click Browse ko see a list of all S0L

Servers, You can also specify the way to authenticate wour login using your current credentials
ar a SQL Login ID and Password.

SOL Serwver:

= o) Cooe ]

Conneckt using:
() windows authentication credentials of current user

{(¥) 5oL Server authentication using the Login ID and password below

Login ID: |sa

Password: |**

[ = Back " hexk = ] [ Cancel ]

o Select the SQL Server that will be hosting the TimeClock database.
With SQL Express 2005 it may be necessary to specify the instance name
along with the PC name. For example: “TIMECLOCK-
TEST\SQLEXPRESS”.
e Choose whether to use “Windows Authentication” or “SQL Authentication”
o SQL Authentication requires a Login ID and Password.
o If the setup application cannot establish a connection to the server,
an error will occur.
o If using “(local)” as the server name and the connection fails,
change the server name to the name of the PC running the server.
e Enter the name of the database. This is the name the installer will use to
create the TimeClock database.
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i Shepherd TimeClock - InstallShield Wizard

S0L Server
Enter Database Mame For Shepherd TimeCLock

Enter the Database name for the Shepherd TimeClock ko use, You musk change the Database
name if wou are instaling multiple instances of the Shepherd TimeClock on the same SOL Server,

Database Mame: |shepherl:|

< Back ]| Mext = { [ Cancel
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Options (MDAC 2.7)

i Shepherd TimeClock - InstallShield Wizard

Setup Type
Choose the setup type that best suits vour needs, | <

Please select a setup kype,

&l program Features will be installed, (Requires the mosk disk
Space.

Choaose which program Features wou want installed and where they
will be inskalled, Recommended for advanced users,

[ < Back ” exk = ] [ Cancel

e Select the setup option you want to install
o Selecting the “Custom” setup will allow you to choose whether to
install MDAC 2.7.
o Selecting the “Complete” install will install MDAC 2.7 only if the
destination machine is running an MDAC version less than 2.7.
This setting will also install the .NET framework 1.1 if it's not
already present.

e Once finished, click the “Install” button on the final screen to start the

installation.
e Click “Finish” once the installation is complete.
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Server Configuration

Once the installation is complete but before Configuring the TimeClock for the
first time, you need to finish configuring IIS, SQL, Directory Security and possibly
Active Directory.

IIS Settings

1) Start by opening IIS and locating the newly installed TimeClock virtual
directory.
2) Right-click on the TimeClock virtual directory and select “Properties”.

¥% Internet Information Services

File  Action  Yiew Help

€ - OE XFE @

Inkernet Information Services Marne | Path Skak A
- g TIMECLOCK-TEST {local compute (CAEin
-1-[27 web Sites (J canfig
—|- ) Default Web Site (L3 Contrals
+ # T15Help B Images
T % prer [(Aincludes
5
+- (g CrystalReportwebFc glnstal'lzers
reports

+-[[7] aspret_clisnt i
+ ZE:, Defaulk SMTP Yirtual Server E BioPunch.aspx
E Databasedperations, aspx:

E defaulk, aspx

E DemaokevRequest.aspx
E errorpage. htm

E Expoarts.aspx

E Firsthirme:, aspe

E Global, asax

E GroupAdmin, aspx

E JobCodesdrin, aspx
E MobilePunch, aspx

E NEWLSEL, 350K

[ R TSR M

< * £ *

3) On the Virtual Directory tab of the Properties window, ensure that the
name of the website appears in the “Application Name” textbox in the
Applications Settings section. If it's blank or says “Default Application”
then click on the “Create” button next to the textbox.
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Timeclock Properties

HTTF Headers Cuztom Errors ASPMET
Wirtual Directory | Documents Directary S ecurity

“When connecting ta this resource, the content should caome Fron:
(%) & directory located on this computer
{7 & zhare located on another computer
(7 & redirection to a URL

Local Path: ‘I::"\Inetpul:u'\wwwruu:ut'\TimeEIu:uc:k'\ | [ Browse...
[ 5cript zource access Log wisits

Bead |ndex this resournce

[ rite

[] Directory browszing
Application Settings

| | [ Create
Starting point: <Default web Sitex
Configuration. ..
Execute Permissions: | Scripts only e
IIrload

(] I [ Cancel Apply

Timeclock Properties

HTTF Headers Custorn Errors ASPMET
Wirtual Directory | Documents Directary S ecurity

YWwhen connecting to thiz regzource, the content should come from:
(®) & directory located on this computer
() A share located on anather computer
() & redirection to a URL

Local Path: ‘E:'xlnetpub"«wwwruut'ﬂimeEIu:uc:k'x | [ Browse...
[ Script zource access Log wizsits
Bead |ndex this resource

[]white
[ Directary browsing

Application Settings

Application narne: |Timeu:|u:u:k | [  PRemove |
Starting paint; <Default . ATimeclock

Configuration. ..
Execute Permizzions: | Scriptz only i |
Application Protection: | M edium [Pooled) “ | Unload

o ) omwa] o
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4) Next, click on the “Directory Security” tab and click on the “Edit” button in
the “Anonymous Access and Authentication Control” section. If you're
going to use logons (UserName & Password) to access the TimeClock
then make sure the “Anonymous Access” box is checked. If you're going
to use Active Directory authentication then make sure the “Anonymous
Access” is unchecked.

5) Click “OK” once you've finished with your changes and then click “Ok” on
the properties window.

Authentication Methods §|

Aocount uzed for anonymals access

User name: | IUSF_TIMECLOCK-TEST

Pazaword:

Alloy 115 to control password

Authenticated access

For the following authentication methods, uzer name and paszword
are required when

- anonymous access iz dizabled, or

- access iz restricted using MTFS access contral lists

[ ] Basic authentication [pazsword iz sent in clear text]

Default domain:

Integrated “Windows authentication

[ ak. l [ Cancel ] [ Help ]
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Directory Security

To ensure that the TimeClock is able to generate reports and export files, we
need to verify the security settings on the folder directories.

1) Right-click on the Start Menu and select “Explore”. Browse to where you
installed your TimeClock (default “C:\Inetpub\wwwroot\TimeClock”).

| & TimeClock E[E|E|

File Edit Yiew Favorites  Tools  Help
@ Back ~ (g = | ﬁ - Search ‘ l[ 4 Folders x
Address -T"| CiiInetpubiwenroot Time Clock, b | Go
Folders = Marme Size  Type Date Madified ~
- ~| 280 File: Folder 5/14/2008 10:56 AM
,D My Documents T i;_jconﬁg File Folder S114/2008 10:56 AM
._’L My Computer |[JControls File Folder S114/2008 10:56 AM
® B‘ 3% Floppy (A2 ujlmages File Folder 5/14/2008 10:56 AM
& < Local Disk (C:) iQincIudes File Folder 5/14/2008 10:56 AM
¥ ) Documents and Settings | Installers File Folder 5/14/2008 10:56 AM
® ) 1386 |[ireports File Folder 5/14/2008 10:56 AM
B 3 Inetpub [£] BioPunch 4KB  ASPY Fils 4/13/2007 10:23 AM
53 Adminscripts I‘E] DatabaseOperations QKB ASPXFile S119/2005 Z:26 PM
® B iissamples ] defaul LKB ASPYFile 10/28/2004 10:55 AM
& 53 mailroot r%j DermokeyRequest 6KE ASPY File 32312006 4:19 PM
[53) Seripts Eierrorpage 1KE HTML Document Q2112005 2:56 PM
o ) wwwroot [Z] Exports SKB  ASPY File 513(2006 9:34 AM
@ (23 aspret_dient [Z] Firsttime 12KB  ASPY File 5113{2008 3:25 PM
= Global.asax 1KE AS&X File 613(2004 2:25 PM
3 &n £] Groupadmin 11KE  ASPY File 4/13/2007 2:23 AM
&) corfig £] 30bcodeadmin 16KE ASPY File 2/1/2007 11:32 AM
) Contrals [£] MobilePunch 1KB ASPXFile 10312007 9:45 AM
) Images [Z] newuser SKE ASPYFile 1018/2006 1:25 PM
(03 includes E] operationsadmin 12KE ASPY File S130/2007 1:44 PM
) Installers [£] overTimeadmin 4KB  ASPY File 5/2{2006 3:11 FM
& ) reports [£] PavCodesAdmin 20KB  ASPY File 5/22/2007 5:58 AM
# (23 Program Files |Ej PreviousExports 3KE ASPY File 3202006 5:25 PM
53 WINDOWS 2] Prinkredistration IKB ASPY File 61252007 2:35 PM
# 4 DVD Drive (D3) 3 I'E] processingpage ZKE ASPY File 6158/2004 2:25 PM
e £ [£] punchin EKE ASPY File 1/3/2005 2:55 PM &
= n KL D Y PR
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2) In order to create reports and export files the ASPNET and Network
Service accounts need to have “Write” permissions to the “reports” folder.
Right-click on the “reports” folder and select “Properties”, then select the
“Security” tab.

reporis Properties

General Sharingl Security |\A-"eb Sharing | Customize

Group ar user names:
Administrators [TIMECLOCK-TEST “Wadministrators]
€7 CREATOR DWNER
Internet Guest Account [TIMECLOCK-TESTAWUSA_TIMEL—
ﬁ Launch 115 Process Account [TIMECLOCK-TEST \wWiak_

€ moore [COMPUTER D ymoare]
< | (>

|

[ Add... H Remave l

Permizzions for Adminigtrators Allow Dreny

Full Control

b adify

Read & Execute
List Folder Contents
Fead

WTike

Crmmi=l Dmrrnis i

For special permissions or for advanced settings,
click Advanced. =

oOooonono

W

[ Ok H Cancel ]

3) Next, click on the “Add” button. Add the ASPNET and\or NEWORK
SERVICE accounts and click “OK”.

Select Users or, Groups

Select thiz object tupe:

|L|sers, Groups, or Built-in security principals | [ Object Types... ]

Erarn thiz location;
|TIMEELDEK-TEST H Locations... ]

Enter the abject names to select [examples]:
TIMECLOCK-TESTAASPMET ; ME TWwWOREK SERVICE] Check Mames

[ ]9 H Cancel ]
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4) Finally, select each of the added accounts and check the “Allow” box next
to Modify. Then click “OK” to save your changes.

reports Properties

General Sharing| Security |Wel:| Sharing | Customize

Group or user names:

ﬂ Launch 15 Process Account [TIMECLOCK-TEST\withd_
!ﬂ METwORE SERVICE

ﬂ rrioaore [COMPUTERDT rmoare]

€7 SvSTEM

ﬁ Uszers [TIMECLOCK-TEST U zers] hd
< >

[ add... H Remove ]

Pemizzions for METWIORE,

SERVICE Allova Derm
Full Control | ]
b cdify ]
Read & Execute ]
List Folder Contents ]
Read ]
Wwirite O
o = | Dmrrmimmimese b

For zpecial permizzions or for advanced settings,
click Advanced. =

[ k. H Cancel H Apply ]

Follow the same steps for the “config” folder in the website. This will ensure that
administrators can save any changes they make on the Applications Settings
page in the TimeClock.

Page 15



SQL Settings

We recommend using a SQL user account specific to the TimeClock. During
installation an account was created for this purpose. You can use this account or
create a new account to use. Follow the steps below to ensure the account has
proper access to the TimeClock database.

1) Start by opening SQL Server Management Studio Express.

2) After logging in, expand the Security \ Logins section in the left hand pane.

3) Right-click on the account you're going to use for the TimeClock database
(TimeclockAdmin for our purposes) and select “Properties”.

4) Select “User Mapping” in the left hand pane.

5) Make sure the “Map” checkbox is selected next to the TimeClock
database and that the “db_owner” role is selected in the lower pane.

6) Click “OK” and exit the SQL Management Studio when you're finished.

Sele C . 3
b Script - Hel
15 General ; ¢ Lj v
15 Server Fioles
_*@'_ |Jzer M apping Uzers mapped to thiz login:
f Securables Map Database User Default Schema
%4 Statug
= [ master
[ model
[ madb
shepherd TimeclockAdriin [:]
[0  tempdd
Databaze role membership for: shepherd
C
[ db_accessadmin
Semver: [] db_backupaperatar
TIMECLOCK-TEST\SALEXPRES | |[] db_datareader
. db_datawriter
C tiam; []do
Sonnectan [ db_ddladrrir
[] db_derwdatareader
27 View connection properties [] db_denydatawriter
db_awrer
m [ db_securityadmin
public
Ready
ak. ] [ Cancel
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Active Directory

If you're planning on using Active Directory as your authentication method
then you're going to have to create a Service Account for the TimeClock to use
for making LDAP queries to the AD Domain. You will also need to create two
groups, one for the TimeClock Users and another for the TimeClock Admins.
These two groups help determine the initial Role that users are assigned to and
help to determine who has access to the TimeClock.

Please contact your Network Administrator for assistance in setting up this
account and groups.

Service Account: The service account you create only needs basic rights and
does not need its own mailbox within Exchange.

AD Groups: The Active Directory groups you create should be Global Security
groups. Typically they are named TimeClockAdmins and TimeClockUsers
respectively. Make sure you add the account you're currently using, typically an
administrator account, to the Admins group you just created. This will ensure
that you're able to get into the TimeClock when you run it for the first time rather
than being sent to the logon page.
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Configuring Shepherd TimeClock™

Step1: Launch Shepherd TimeClock™

Once the installation is compete, launch the Shepherd TimeClock™ by
opening Internet Explorer and typing in “http://localhost/[Virtual Directory Name]”
(example: “http://localhost/TimeClock”) in the Address Bar. This address will
direct you to the “First Time” page to configure the application.

=1 SHEPHERD
TIMECLOCK
—

Wieh Based Tracking Solutions

TimeClock Settings

Product Key: | Get Demo Key

Company Name: |

Authentication Type: | User Login

Database Connection Security

gl Server Instance: |Iocalhost

Database: |Shepherd

Tid: |Sa

Test Connection
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Step 2: Enter Product Key / Get Demo Key

Enter your product key in the field provided. If you have installed the
Shepherd TimeClock™ as a demo then click on the “Get Demo Key” button.
This will open a new window for you to enter some demographic information.

TIMECLOCK

Demo Key Request

Company: ||

Name:

Position/Title:

Frmail Address:

Phone Number: | Extension: I:l

Submit

& Copyright 2005 Shepherd Toneclock. 411 Riglits Eeserved.

Fill out this form completely and click the “Submit” button. A demo key will be
generated and entered into the “Demo Key” field. Copy this key and paste it into
the product key field on the previous page. You can test your product key by
clicking on the “Test” button below the product key field.
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Step 3: Company Name & Authentication Type

Company Name: Enter the name of the company using the Shepherd
TimeClock™. This name will be displayed throughout the application and can be
changed later.

Authentication Type: Select the Authentication Type you plan on using
for the Shepherd TimeClock™. The three options are “Active Directory”, “User
Login”, and “Punch ID”. These options are explained in greater detail below.

e Selecting Active Directory will allow the application to authenticate
users through AD and will log them into the TimeClock
automatically.

e Selecting User Login will prompt users for their UserName and
Password and authenticate them through the Shepherd
TimeClock™ database.

e Punch ID will prompt users to punch in and out via a “Punch Page”
using their assigned PunchlD. This option also authenticates the
user through the Shepherd TimeClock™ database.

Selecting the Active Directory option will prompt you to enter an “Active
Directory Timeclock Administrator Group”, an “Active Directory Timeclock User
Group”, a “Service Account User Name”, and a “Service Account Password”.

These are Active Directory groups that should have been setup early in
order for the application to validate help TimeClock users and admins. Make
sure these two groups are setup in AD before continuing. Keep in mind that the
group names you enter here must match the group names in AD and are case
sensitive.

You will also need to setup an Active Directory user account that can be
used as a Service Account for the TimeClock to do LDAP queries. The user
name and password need to be entered in the appropriate boxes. Keep in mind
that the User Name will need to be prefixed with your Active Directory Domain
name.

e Example: “MyDomain\TCService”
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Step 4: Database Connection Security

The SQL Server Instance field is where you will enter the name of the
SQL Server you are using. If left blank the application will default to using the
local machine. Enter the name you chose for the TimeClock database during
installation (the default is “shepherd”). Enter a SQL Login ID and Password that
has “db_owner” rights to the TimeClock database. You can use the “sa” account
for your SQL server, a Windows AD Account, or the account that was created
specifically for the TimeClock during installation (User Name “TimeclockAdmin”,
Password “TC@dmin01”). This account only has access to the TimeClock
database. You can test the connection by clicking on the “Test” button below the
password field.

Step 5: Finished

Once all of the information is provided click on the “Submit” button. You
will then be taken to the TimeClock main page, User Login page, or Punch In
page depending on the Authentication Type you selected. If you selected the
“User Login” authentication type you can login using the default administration
account that was setup during installation (UserName: TimeClockAdmin,
Password: admin). We recommend that you change the password of this
account after logging in.
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